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ABSTRACT: This is a survey paper describes different types of algorithms for Reversible Data Hiding (RDH).
Reversible data hiding can be defined as an approach where the data is hidden in the host media such as image,
audio and video files. Reversible Data Hiding (RDH) or lossless data hiding, is a method by which the original
cover can be lossless restored after the embedded information is extracted. Many RDH techniques have been
developed. This paper summarizes and reviews these techniques. Previous literature has shown that difference
expansion, interpolation technique, prediction and sorting, histogram modification are the most common
methods for data hiding, but previously these methods are implemented in plain images. Recently these methods
are used in encrypted images to improve security. Different RDH algorithms have their own merits and no
single approach is optimal and applicable to all cases. RDH is still an active topic. This paper provide
comprehensive analysis of all the major reversible data hiding approaches implemented as found in the
literature. Also paper presents a new method RDH.

Keywords - Reversible Data Hiding (RDH), Difference Expansion (DE), sorting and prediction, histogram
modification

l. INTRODUCTION

Data hiding is the art and science of communicating secret data in an appropriate multimedia carrier,
e.g., image, audio, and video files. Digital Steganography and watermarking are the two kinds of data hiding.
Reversible data hiding can be defined as an approach where the data is hidden in the host media that may be a
cover image. A reversible data hiding is an algorithm, which can recover the original image losslessly after the
data have been extracted. Reversible data embedding, which is also called lossless data embedding, embeds
invisible data (which is called a payload) into a digital image in a reversible fashion. As a basic requirement, the
quality degradation on the image after data embedding should be low. An intriguing feature of reversible data
embedding is the reversibility, that is, one can remove the embedded data to restore the original image.

Data hiding is a technique for embedding information into covers such as audio, image and video files,
which can be used for copyright protection, media notation, integrity authentication, covert communication, etc.
Most data hiding methods embed messages into the cover media like image or video to generate the marked
media by only modifying the least significant part of the cover and, thus, ensure perceptual transparency. The
embedding process will usually introduce permanent distortion to the cover, that is, the original cover can never
be reconstructed from the marked cover. However, in some applications, such as medical imagery, military, and
law forensics, no degradation of the original cover is allowed. We need a special kind of data hiding method, for
such cases which is referred to as reversible data hiding (RDH) or lossless data hiding, by which the original
cover can be lossless restored after the embedded message is extracted. The block diagram of RDH is shown in
figure 1.1. Reversible Steganography or watermarking can restore the original carrier without any distortion or
with ignorable distortion after the extraction of hidden data. So reversible data hiding is now getting popular.
Fig 1.1 Reversible data hiding as a basic requirement, the quality degradation on the image after data embedding
should be low. An intriguing feature of reversible data embedding is the reversibility, that is, one can remove the
embedded data to restore the original image. From the information hiding point of view, reversible data
embedding hides some information in a digital image in such a way that an authorized party could decode the
hidden information and also restore the image to its original, pristine state. An information-hiding system is
characterized using four different aspects: capacity, security, perceptibility and robustness [2] shown in Fig. 1
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«Capacity refers to the amount of information that can be hidden in the cover medium.

« Security refers the inability of the hacker to extract hidden information.

«Perceptibility means the inability to detect the hidden information.

«Robustness is the amount of modification the stego-medium can withstand before an adversary can
destroy the hidden information.

Capacity Securty

Perceptibility Robustness

Fig. 1. Characterstics of Data Hiding Svstem

. REVERSIBLE DATAHIDING

Reversible data hiding can be defined as an approach where the data is hidden in the cover media that
may be an image. A reversible data hiding is an approach, which can recover the original image losslessly after
the data have been extracted from the cover image. Reversible data embedding, which can be called lossless
data embedding, embeds confidential data (which is called a payload) into a digital image in a reversible
manner. As a basic requirement, the quality degradation on the cover image after data embedding should be low.
An interesting feature of reversible data embedding is its reversibility, that is, one can remove the embedded
data to restore the original image.

The data embedding process will usually introduce permanent loss to the cover medium. However in
some applications such as military, medical, and law forensics where degradation of cover is not allowed. In
these cases, a special kind of data hiding method called reversible data hiding or lossless data hiding is used.
Reversible Data Hiding (RDH) in digital images is a technique that embeds data in digital images by altering the
pixel values of image for secret communication and the cover image can be recovered to its original form after
the extraction of the secret data from it. The block diagram of RDH is shown in Fig.2. Watermarking &
Reversible Steganography can restore the original carrier without any or with ignorable distortion after the
extraction of hidden data. Thus reversible data hiding method are now getting popular. In this paper some
important reversible data hiding techniques for digital images are explained and the results are analyzed.
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Fiz.2. Reversible Data Hiding

1. REVERSIBLE DATA HIDING TECHNIQUES
Reversible data hiding has been there from several years. Researchers have come up with various
different methods for reversible data hiding. Following are different techniques which have been proposed over
years. Circular visual cryptography was introduces in 2005 [4]. In this scheme, circular shadow image can hide
two or more confidential data sets into circular images and display them at both the inner and outer region of the
circular images. However, it can only produce a circular shadow image without the central part causing a low
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resolution on the images at the inner portion as seen in figure 4. It encrypts data into two ringed shadow images
allowing hiding two confidential data sets simultaneously [9].

A. LSB Modification Based Technique.

One of the earliest methods is the LSB (Least Significant Bit) modification. In this well known method,
the LSB of each signal sample is replaced (over written) by a secret data bit. During extraction, these bits are
read in the same scanning order, and secret data is reconstructed.

B. Difference Expansion (DE) Based Technique.

Difference expansion (DE) based technique for Reversible Data Hiding is proposed by Tian [2]. In DE
technique extra storage space is discovered by exploring the redundancy in the image content. The DE technique
is used to reversibly embed a payload into digital images. Both the payload capacity limit and the visual quality of
embedded images of the DE method are among the best in the literature, along with a low computational
complexity. The method of embedding is as follows. The two neighbor pixels (x, y) are considered the mean
value and the difference is calculated first.

I=[(x +¥)/2], h =x — y--------m-e- 1)
Where |. | represents the floor operation which rounds the elements to the nearest integers towards minus infinity.
To embed a binary data bit b(b € (0,1)) into a difference, the expanded difference is calculated as:

h'=2 X h+ b------------- 2
Finally, the new pixels (x’,y") are computed as follows
x =1+ +1)/2Ly =1~ |h/2]-mmmmm ®3)
In extraction phase, the average and the difference of the pixels (x', y)are also calculated first:
1=\(x" +y)/2], h' = X' = y'-ememeee(4)
The embedded data is least significant bit ofh’, and the original difference h is calculated by:
b = LSB(h"), h = |h'/2]|------------ (5)
And the original pixels can be restored by:
x =+ |82y = 1= |h/2)eeees 6)

In [2] Jui Tian has introduced a difference expansion technique which discovers extra storage space by
exploring the redundancy in the image content. Both the secret data holding capacity limit and the visual quality
of embedded images of the DE method are among the best in the literature, along with a low computational
complexity. Alattar [13] used the vectors instead of pairs to increase the hiding ability. From equation (6) to
prevent the overflow and underflow problems i.e. to restrict X, y in the range of [0,255], it is equivalent to have

0<Il+ I%J <255and0 <[ - EJ < 255 since both | and h are integers, on can derive that the above

inequalities are equivalentto |h| < 2(255—<1),and|h| <2l + 1

To extract the embedded data and restore the original values, the decoder needs to know which
difference values have been selected for the DE. To facilitate it, we need to embed such location information,
such that the decoder could access and employ it for decoding. For this purpose, we will create and embed a
location map, which contains the location information of all selected expandable difference values.

From the detail procedure, we can get the conclusion that, DE-based algorithm didn’t take the content
into account; it brings big distortion to images when the texture of the image is complex. So, many new
algorithms based on DE are proposed. In scheme proposed in [5] authors have divided the image logically into
smooth and complex region thus used only the smooth region for applying RDH using DE this improves the
performance of RDH algorithm and also the distortion caused to the complex region of image will be less as
compared to other schemes. Using these methods the capacity of hiding data is also increased to a level. Thus
visual quality of encoded image is improved in scheme. Similar approach is in [3] where there is Hsiao’s
algorithm, the image is divided into blocks, and the variances of each block are computed to classify the block
into different class with different texture, then different amount data are embedded into different block, the
quality has improved and the payload has increased.

C. Histogram Shift Based Technique.

The histogram-shifting based reversible data hiding schemes embed data by shifting the histogram into
a fix direction. And there are two points which are important in these schemes, which are peak point and zero
point. The peak point corresponds to the grayscale value, which corresponds to the maximum number of pixels
in the histogram of the giver image. And the zero point is usually the point that the number is histogram is zero.
And the minimum number of pixels is selected as the zero point to increase the embedded capacity. In
histogram-shifting based algorithms, the pixels between the peak and zero pairs were modified in the embedding
processing, the pixel in the peak point was used to carry a bit of the secret message, and the others were
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modified and no secret data were embedded The hiding capacity of the histogram shifting based data hiding
equals the number of pixels in the peak points, the larger the number of pixels in the peak point, the higher the
hiding capacity. To increase the hiding capacity, more of the peak points and zero pairs can be used. Sometimes,
it is difficult to find out more pairs of peak and zero points because the zero points are not searched. The basic
procedure of histogram-shift algorithm is as follows:
Step 1: Create the histogram of image.

Step 2: Find the peak points and the zero points.
Step 3: We assume the peak point is a and the zero point is b. (a>b); Shift the points between b+1 and a-1 by
reducing 1.
Step 4: If the embedded bit is 1, the peak point is reserved; otherwise, change the peak point value by reducing
1.
Step 5: To achieve the reversibility requirements, the location of the pixels in the minimum point must be
recorded and embedded. Then record the peak point, the zero points and some other auxiliary information.
Figure 4 gives an example to demonstrate the basic procedure of histogram-shifting based reversible data hiding
algorithm. We assume the cover image is Figure 3-(a). Figure 3-(b) is the histogram of the cover image, we can
see that the peak point is 9 and the zero point is 7, and the number of 9 is 10. That means we can embed 10 bits
into host image. We assume the embedded data is 2 (1101110001). Figure 4-(a) and 4-(b) are stego-image and
recovered image, respectively.
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Figure 3: Demonstration of basic procedure of Histogram-shifting based RDH
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Figure: 4. Example of the histogram-based algorithm

D. Prediction Error Based Technique

In order to enhance the embedding capacity, Yen proposed an efficient data hiding scheme based on
predict error method. Reversible data hidings based on prediction error use predicted system to embed data,
there are many predictors which have been proposed. They are horizontal predictor, vertical predictor, Causal
weighted average, Causal and SVF. One well known predictor is the median edge detection (MED) predictor.
His embedding procedure as following:
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Step 1. Divide the cover image by using 3 * 3 blocks.

Step 2. Take the block’s center point as the base point and obtain the prediction error value between it and the
surrounding pixel.

Step 3. Do they predict error value histogram and find out the peak point.

Step 4. Embed the secret data into two-side region of peak point.

Step 5. Get the stego-image.

Recover the secret data by using the following steps:

Step 1. Divide the stego-image by using 3 * 3 blocks.

Step 2. Take the block’s center point as the base point and obtain the prediction error value between it and the
surrounding pixel.

Step 3. Find the peak point from the predict error value histogram and recover the secret data.

Step 4. Restore error histogram and recover the original image.

The major characteristic of prediction error method is the little difference between neighboring pixels.
Therefore, it will be enhanced the embedding capacity and keep better image quality because the statistic data
concentrates on zero point.

E. Vector quantization Based Technique

Different from the above three scheme, there is a scheme in compression domain, which named
reversible data hiding based on Vector quantization (VQ). VQ is one of efficient compression technique, and it
has widely used for its good character of easy implementation and high efficiency. In Use the upper and left
blocks to predict the current block to embed data. During the encoding phase, adjacent blocks are used to
encode the current block, but the additional flag bits are required.

Vector Quantization is a method which is lossy compression. For fewer stores in images, videos and
transports, obtains the lower data rate and rebuilds the signal that has some loss. Vector Quantization is
proposed first time by Y. Linde, A. Buzo, and M. Gray in 1980. This method produces codebook that combining
with each representative vectors which call code word symbolically by data training. The size and domain of
codebook decide the rate that compress. The generating, optimization, encoding, and decoding are included in
codebook of VQ encoding. First, select original codebook that results in the problem of local optimization after
optimization is important in generating. Next, Linde-Buzo-Gray (LBG) was used to maximize codebook often.
Last, divide image to equal size in non-overlapping block. The size of each blocks are the same with coding
dimension and regard as vectors.

The codebook is combined with code words that are a set of representative sample. The flow chart of
coding book is show as Figure.5. Figure.6 is the flow chart of decoding. When decoding, it only uses the result
which is produced in coding to search the sets of index. Then find the corresponding code words that according
to original sort in codebook and recover image data. After all of indexes process, the decoding is finished.

nche

Figure: 5. The flow chart of coding (Code words 3 x3, codebook Size=L)
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Figure: 6.The flow of decoding (Code words 3 X3, codebook Size=L)

V. CONCLUSION
Reversible data hiding techniques getting popular because of the reversibility of carrier medium in the

receiving end after extraction of secret data. In this paper five different types of reversible data hiding
techniques for digital images: LSB Modification Based Technique, Difference expansion technique, Histogram
modification technique and Interpolation technique are studied, analyzed and compared. The survey results
show each technique has its own advantage and disadvantages.
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